The prevention of information from unauthorized access is the main concern in the area of cryptography. There are various algorithms i.e. Elgamal, RSA, diffie Hellman, Knapsack are proposed with varying key length and key management methods. The size of encrypted message, key management method and algorithm efficiency is critical in respect of implementation in organizations that store large volumes of data. This paper proposes the comparison among various algorithms for different cryptography algorithms used in generating the neighborhood keys.
INTRODUCTION
The term "Cryptography" is drawn from the Greek words "crypto" which means "Secret" and "graphy" which means "writing". In Cryptography, original message is referred to as the plain text while the coded message is known as the cipher text. The process of conversion of plaintext into cipher text is called Enciphering or Encryption; and the process of restoring the plaintext from the cipher text is called Deciphering or decryption [1] . Cryptography is the methods that allow information to be sent in a secure from in such a way that the only receiver able to retrieve this information [2] . A Cryptographic system can also be viewed as a mathematical function which is used for both encryption and decryption [3] .
In Cryptography, the process of encryption and decryption implicates the utilization of keys. For encrypting and decrypting the message these keys are used in either symmetric or asymmetric way. Symmetric cryptography is a form of cryptosystem which performs encryption and decryption by employing the use of a unique key. It means an identical key is used by the sender and the receiver for encrypting and decrypting the message respectively. This type of cryptosystem is also known as conventional encryption.
Fig 1. A Simplified Model of Conventional Encryption
Asymmetric cryptography, in contrast, entails the generation of two keys -Public key and private key for encryption and decryption of message respectively [4] . For the encryption of message public key is used and it may be distributed freely, while private key is provided to the intended receiver which decrypts the message securely. Rivest-Shamir-Adleman (RSA), Diffie Hellman key exchange algorithm, Knapsack algorithm and Elgamal algorithm etc. are well known algorithms that employ the use of asymmetric cryptography.
RSA, most frequently used algorithm, is an internet encryption and authentication system which employs the use of an algorithm refined by Ron Rivest, Adi Shamir, and Leonard Adleman in 1977 [5] . It has been included as part of the Web browsers from Microsoft and Netscape.
Diffie-Hellman key exchange, one of the earliest practical examples of key exchange, is an explicit technique for exchanging cryptographic keys. This technique refuses two parties, sender and receiver which do not have prior knowledge of each other, to mutually develop a secret shared key over an insecure communication channel [6] which can be used to encrypt subsequent communications by employing the use of a symmetric key cipher [7] . The ElGamal encryption system, based on the Diffie Hellman key exchange, is an asymmetric key encryption algorithm for public-key-cryptography and was described in 1984 by Taher Elgamal. The key length of The Elgamal can range from 256-bit to arbitrarily long [8] .
The first algorithm for public key encryption was developed by Ralph Merkle and Martin Hellman and is called Knapsack problem. It is a simple problem based on the knapsack problem.
DIFFERENT METHODS

Diffie-Hellman Key Exchange Algorithm
Diffie-Hellman establishes a shared secret that can be used for secret communications by exchanging data over a public network [9, 10] . The algorithm itself is limited to the exchange of secret value.
There are two publicly known numbers: A prime number q and an integer α that is a primitive root of q. 
ElGamal Encryption Algorithms
ElGamal encryption is one of many encryption schemes which utilize randomization in the encryption process [12] . The Elgamal algorithm is also a public key algorithm, which can be used for both: Digital signature as well as encryption. Its security is based on the difficulty of computing discrete logarithms in a finite field.
To generate a key pair: First select a prime number p and two random number g and x, so that both g and x are less than p. Then find out: Y = g x mod p. The public key becomes g,y and p. both g and p can be shared in a group of users. The private key is x. For encryption Firstly we require a plaintext message M for encryption and then select a random number k such that k is relatively prime to (p-1). (5,6). For decryption M=b*(a^-1/x)) mod p=6*(5^-1/3) mod 11= 6*5^(11-1-3) mod 11= 6*5^7 mod 11=6*78125 mod 11=468750 mod 11=7 =M(plain text).
RSA
The RSA scheme is block cipher in which the plaintext and cipher text are integers between 0 and n-1 for some n. a typical size for n is 1024 bits, or 309 decimal digits. That is, n is less than 2 1024 [13, 14] . The public key and private keys are carefully generated using the RSA algorithm. They can be used to encrypt information.
Key generation:
Step 1: Select two prime number, p and q. (p ≠ q).
Step 2: Calculate, n = p*q.
Step 3: Calculate, ɸ(n) = (p-1)*(q-1).
Step 4: Select e such that e is relatively prime to ɸ(n) and less than ɸ(n).
And Gcd(e , ɸ(n)) = 1 , 1< e < ɸ(n)
Step 5: Calculate d such that d ≡ e -1 (mod ɸ(n)) So that d.e[mod ɸ(n)]=1, is that, d is the multiplicative inverse of e in mod ɸ(n).
Step 6: Get public key as KU = {e , n}.
Step 7: Get private key as PK = {d , n}.
Encryption and decryption are of the following form, for some plaintext block M and cipher text block C. C = M e mod n. Similarly M = C d mod n. Where C is the cipher, M is the message, e is the public key, d is the private key, and n is the modulus [15] .
Example:
Step 1: suppose two prime number p=11 and q=3.
Step 2: calculate, n=p*q=11*3=33.
Step 3: calculate, ɸ(n) = (p-1)(q-1) = (11-1)(3-1) = 10*2 =20.
Step 4: choose e = 3.
Check gcd (ɸ(n),e) = gcd (20,3) = 1.
Step5: calculate, d d*e mod ɸ(n) = 1 So that d=7.
Step 6: the public key is {3, 33}.
Step 7: the private key is {7, 33}.
Encryption for plaintext block M=7. C = M e mod n = 7 3 mod 33 = 343 mod 33 = 13. Decryption for cipher text block C = 13. M = C d mod n = 13 7 mod 33 = 62748517 mod 33 = 7.
The Knapsack problem
The Knapsack problem or Rucksack problem is a problem in combinatorial optimization. Given a pile of item [16] , each with different weights is it possible to put some of them in a bag (i.e. knapsack) in such a way that the knapsack has a certain weight. 
RESULT & DISCUSSION
After executing for various different type and length of plain text the execution time is calculated by making a corresponding computer program and comparison is made. The table and the line chart shown in figure 2.
Fig: 2 Execution time is measured in milliseconds
Paper represents the execution time for various algorithms for different plain texts, which reveals that time varying with respect to plain text characteristics. The execution time is also varied with respect to key length. To optimize the efficiency of algorithm an efficient key and its key management is required.
CONCLUSION
A new technical findings and viewpoint: efficiency, key length, plain text type dependency is found when implementing the any cryptographic algorithms. The all these technical viewpoints can further extended by focus on using intelligent systems such as Artificial Neural Network, Decision Tree algorithm Genetic Algorithm, etc. To encrypt message using keys generated by these algorithms.
